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MEMORANDUM FOR THE SPECIAL ASSISTANT TO THE PfUalCI wr 
FOR NATIONAL, SECURITY AFFAIRE 

SUBJECT: Agreed Guidance for Implementing the Preeidenti-ii 
Dir active on Disclosure# of ClMtiiitd Intelligence 


1. Zb Ms directive of 23 May I960 cm "Disclosures of Cl*# si ■!«*<! 
Intelligence" the President indicated that he would look to the Direr or 
of Central Intelligence to assure the issuance of appropriate guinea; e 
to departments sad agencies, as required in th* implementation 
this directive. 


2. The attached document on Agreed Guidance far tag bfl, - 
mentation of the Presidential Uirectiva on Disclosures of Claesifiut 
Intelligence, " developed pursuant t© this directive, was sppr^veu a 
the Ufcited States Intelligence Board on 21 June I960. According , 
copies of this document have bean forwarded to addressees >i tat 
Presidential Directive (The Secretary of State, The Secretary at 
Defense, The Attorney General, The Chairman, Atomic Energy 
Commission and The Chairman, Joint Chiefs of Staff! and to M«mb* .-•*= 
of the United States Intelligence Board, for guidance and apf*r >prii.t 
action. 



C. P. CABELL 
General, USAF 
Acting Director 


Attachment 

Distribution: 

O& 1 - Addr essee 
1 - Signer's File 
1 - ER // 
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1 - USIB/S 
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MEMOKAHDUK FCR THS CHAItiiAK, JOE IT CHESS'S Of’ r A F * 

Sahject! Agm4 Gui<i«t«e for &api«si«iilis| tke cfraet AfeOtto i 
Directive <m Disclosure • of CUm^IM lat«Ui| 4 ke- 


L fe W» directive of J3 Umy 1940 oa ^Diidtiint >i t r U**u #4 
Intelligence* the President indicated that 1 m would look to the D it ctor 
of Central Intelligence to assur* the Usuaae* of appropriate guii aC a 
to departments trad «|itei«<i, m required to the taaUM«otMi@a < 
fti* directive. 

i. Tfco attached document oo Agreed Guidance for the ixnjd* * 
me&UUoa of d* Presidential Directive on Dteciesure* of Claasil id 
h t tUif itu, M developed pwtiMt to this directive, woo approved >y 
tbo Uoited States Intelligence Board oo 21 3mm 196©. According 
it to forwarded for guidance sad appro priate setioa. 


SM 

G. P. CAB Ell 
General, OSAF 
Acting Director 

Attidw wat 

Copies to: Tbe President 

Idombere of the United State* intelligence Boerd 

Distribution: 

Oi 1 - Addressee r , \ . I 

1 - Signer’s File, 

1 - ER 
1 - USIB/S 
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MEMORANDUM FOf; THS SECRETARY OF l>EF£NS£ 


Sv&ject: Agreed Guldens e for |nfUn««Ua| the PnuMeiitli 
Directive eft Diacbsartf of Cbiiifitfi fatelUgoics 


1. la his directive of 23 May I960 on Idoclosureai of CUssifi- d 
Intelligence" the President indicated that he would look to lb* Dire tor 
of Costrti Intelligence to assure the issuance of appropriate guide t* 
to departments and ago acres, as required ia the implements! lor, -i 
this directive. 

2. The attached document oa 'Agreed Guidance for tho Impl* 
mentation of the Presidential Directive on Disclosures of Clks sUfis ! 
Intelligence, ,f developed pursuant to tibia directive, was approves i , 
the Cfeitud States late Uigt ace Board oa 21 June I960. Accordingly . 

It is forwarded for guidance and appropriate action. 


SIGNED 

C. P, CABELL 
General, USAL 
Acting Director 

Attachment 

Copies to: The fireside as 

Member i. of the Doited States Intelligence B oard 


Distribution: 

O&l - Addressee 
1 = Signer's File.-' 
1 - ER K" 

1 - USIB/S 
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MEMORANDUM FOR THE ATTORNEY GENERA 1 

Subject; Ag»td Guidance for Implterasnttof tie F?*«14etti«i 
Directivs o* CieeiMwei of Classified Intelligence 

- fal> ?.*.f t " CttT * * « «*> WM <» "»«!»«.. U 

*t** IwUc k t to l tfctt k. ««W took «. a. Oi»r ,r 

t '^StoStva " 1 ***“**"*• ** r ^*‘*» 4 «* »k» NUanttfe m 
- - <>»««.«« »» ”A*~M Gtoowc. tor tl» to,»to . 

i °tS a#,K: ® ***** ** 21 imm 19 *®* Acc ®^i^ V, 

* ** ****Af4w« for ga tlaac e and appropriate ecttoa. 


stem 


C. P. CABBII, 
USAF 
A cting Di rec to r 


Attachment 


Copies to: The Pee a 14 a at 

Members of the fftuted Stats Fdelli genes Board 


Distribution: 

Ofe 1 - Addressee 
1 - Signer’s Fil« 

1 - ER 
1 - USIB/S 
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MEMO JRAN Dllhl FOR BIU CHAIRMAN, ATOMIC SNERGT 

j 


COMMISSION 


Subject: Agreed Guidance lor Imptomeattag tho Preside alia i 
Directive on Disclosure* of Classified intelligent: a 


t. la Ms directive of 2$ Ms f I960 on "Disclosure* of C*a»si£i -o 
In t ell ige n ce - ^ the Preside &t indicated that ha would look to Dir*.:io* 
M Ceatral Itte!h|«*c« to assure do issuaace of appweprtoee guide .e<= 
to departments sad agencies* as required ic the um olein* otatio a « 
this directive. 


2, The a t t ached document oa 'Agreed Guidance tor the fro pie 
sas station of the Presi denti al Directive on Disclosures of Class tit* 4 
totelUgaoce, « developed pursuant to fids directive* was approver- f 
fito United States latellipiact Beard oa 21 Jsac Ifi). Accordingly, 
it is forwarded for guidance sad appropriate action* 


SIGNED 

C. P. CASED! 

General* USA!' 

Acting Director 

Attachmsot 

Copies to: The Pres ideas 

Members of the United Statee Intelligence Boatd 

f ~ * * 

t .. . . 4 

Distribution: J - 

O&l - Addressee 
1 - Signer's File 
1 - ER v 
1 - USIB/S 
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MEMORANDUM FOR THk SECRETARY OF STATE 

Subject: A|rn4 GvlteMc for ktyS*»*«ttii| £ti 

Dirretive #a Diselt»flwc 4 of Cleeslfkd f»t»IUga^ce 


U b bis #>«ettv« «f 13 bby ffod m H Obeb«arti of C;fo«s**lu- i 
th* President ledUeted Oat he w.**ld look to t*t Dire tor 
of Central I n b U i yatt to asaure tbs iaaweaee of Affroyiriati juWfca :© 
to department!* and agencies, as required la th* ia-fli n o iitt ;c~. H 
tUs directive. 

2U The itbiM document *0 'Agreed Codamcc for the. Ir pk- 
mentation of the Pro*id**ti*l Dbectin 00 Diacloaure* of Cit* si£« 
Intelligence, ** developed purittaat ta bit <11 roe live, wo* ifpttvel 1 ■ 
tbo Ibfof States bbOifittOi I«Afi oa <21 June 1943, Accordingly , 

It U forwarded for g^fotet fc «4 appropriate action. 


SIGNED 

C. P. CA8EJUL 
G^ooral* USA.F 
Acting Director 

Attachment 


Cobles lot The Frealdent 

Member* of 4 m State* Intelligence Board 

Distribution: 

OStl - Addressee 
1 - Signer’s File /' 

1 - ER i,/ 

1 - USIB/S 
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UNITED STATES INTELLIGENCE BOARD 
< 21 June I960 

Agreed Guidance for the Implementation of the Presidential Directive 
on Disclosures of Classified Intelligence 

For the purpose of providing guidance in the implementation of the 
Presidential Directive, the following is agreed upon by the U. S. Intel- 
ligence Board. To the extent applicable, this agreed guidance should 
be incorporated in any regulations or instructions issued in the imple - 
mentation of the Presidential Directive. 

1. The President, in his Dire ctive to the addressee departments 
and agencies concerned, expresses his concern over the serious 
damage caused to national security and the harm that has been done 
to the intelligence effort through the appearance in public information 
media of classified intelligence tending to reveal intelligence sources 
and methods. The President directs that immediate action be taken 
to prevent the disclosure of classified intelligence except to properly 
authorized recipients. Further, in summarization the President 
directs certain other actions that: 

a. Disclosures shall be made solely in consonance with 
applicable statutes and regulations. 

b. Existing procedures for controlling classified intelligence 
shall be reviewed and corrective action taken where inadequacies 
are found. 

Approved For Release 2002/08/2,1^^RDP80B01676R00090001 0002-2 
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c. A continuing review shall be made of the dissemination 

of classified intelligence to ensure that it is confined to authorized 
recipients on a strict need-to-know basis. 

d. The appropriate Intelligence Chief shall assess the risks 
to the national security and to the intelligence sources and methods 
when release outside of authorized channels is considered. 

e. Recipients of classified intelligence shall be made aware of 
the damage to intelligence sources and methods through improper 
disclosure actions. 

The President also requires the assurance of the issuance of proper 
guidance in the implementation of his Directive and that he be informed 
of developments under this Directive together with appropriate recom- 
mendations. 

2. The intent of the Presidential Directive is to ensure a greater 
degree of protection to all classified intelligence and intelligence sources 
and methods and prevent unauthorized disclosures of classified intel- 
ligence information. The results desired by the President can be 
obtained by strict compliance with applicable controls, statutes and 
regulations together with careful and continuing review to ensure their 
adequacy. Further, the proposed disclosure of classified intelligence 
outside of authorized channels shall be carefully assessed. Of special 
concern, as a background to this Directive, is the fact that the most 
damaging disclosures of classified intelligence in the past several 
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years have involved vital intelligence sources and methods having a 
direct bearing on the national security. This classified intelligence 
has been disseminated officially in channels protected by authorized 
code words or project designators to those officials having an estab- 
lished need-to-know and properly authorized to receive such infor- 
mation. It is in this area of intelligence dissemination that greater 
emphasis is needed in indoctrinating all recipients of the detrimental 
effects of unauthorized disclosures and the requirements for strict 
compliance with controls governing such information. 

3. This guidance is in addition to and does not supersede existing 
special controls governing the handling of such sensitive intelligence 
as communications intelligence, code word and certain project 
designated intelligence. As a matter of policy, only under the most 
exceptional circumstances should classified intelligence involving 
sensitive sources and methods be considered for release to the public. 

4. The guidance contained in this paper is applicable to all 
classified intelligence. Certain classified intelligence, due to its 
sensitive nature, requires special controls. The term "sensitive 
intelligence" as used in this paper is defined as that classified intel- 
ligence which contains information, or which tends to reveal sources 
or methods, requiring special controls upon its dissemination because 
its disclosure could lead to counteraction (1) jeopardizing the continued 
productivity of intelligence sources or methods which provide intelligen 

- 3 - 
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vital to the national security or (2) offsetting the value of intelligence 
vital to the national security. Sensitive intelligence within the meaning 
of the foregoing should be identified by (1) code words authorized for such 
use, (2) project designators, (3) the marking "WARNING NOTICE - 
SENSITIVE SOURCES AND METHODS INVOLVED, " or (4) any combi- 
nation thereof. 

5. Departmental and agency regulations should include control 
and review procedures establishing the responsibility of the Intelligence 
Chief for the assessment of the risks to the national security and to 
the intelligence sources and methods involved when dissemination of 
classified intelligence is contemplated outside of authorized channels, 
including releases to the public. Such control and review procedures 
should include: 

a. Disclosure and Release Control: 

(1) A review by intelligence authorities of any classified 
intelligence proposed for declassification or for use or dis- 
closure in background briefings, symposiums, seminars, 
speeches, writings for publication, presentations, courses 
of instruction, press releases, formal and informal interviews 
with press representatives, and. other aspects of public rela- 
tion activities whereby intelligence sources and methods mav 
be revealed. A record should be maintained of any classified 
intelligence declassified or authorized for disclosure and 
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should contain the name of the individual who authorized such 
action. 

(2) Classified intelligence inadvertently discussed with. 

or disclosed to any person or persons not authorized for access 
to such intelligence should be made a matter of record by the 
responsible official and reported to the appropriate Intelligent-? 
Chief. 

(3) Any person having knowledge of any disclosure of 
classified intelligence made not in accordance with the t»ro- 
visions of the regulations and controls of the department or 
agency concerned should promptly report it to the appropriate 
Intelligence Chief for action. Such action may include (a) 
such steps as are feasible to repair or limit the extent of 

the damage, (b) a request for investigation by appropriate 
authorities, (c) an assessment of the possible harm to intel- 
ligence sources and methods and notification to intelligence 
authorities concerned and (d) prompt notification to all 
official recipients that an unauthorized disclosure has occurred 
together with advice of remedial action to be taken and guidance 
for responses to inquiries from public media representatives 
that may result from the compromise. 

(4) Existing procedures for the control and release of 
classified intelligence should be reviewed and revised in light 

- 5 - 
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of the foregoing and should be supplemented by appropriate 
enforcement provisions. In particular, such procedures 
should include provisions whereby - recipients of sensitive 
intelligence may determine whether or not individuals with 
whom they are in contact are authorized to receive such 
intelligence. 

b. Disclosure and Release Techniques: 

(1) Each Intelligence Chief should establish procedures 
for the assessment of risks to the national security and to the 
intelligence sources and methods involved in any proposed 
dissemination of classified intelligence outside of authorized 
channels. 

(2) Release procedures should include in the assessment 
of the risks those ways and means by which an attempt may 
be made to sanitize intelligence sources and methods. How- 
ever, before classified intelligence can be sanitized effectively 
and sensitive sources protected, a plausible source or sources 
should be available to which attribution may be made if necessa 
When , this condition exists, then such devices as obscur ing or 
qualifying source attribution by approximating figures, omit- 
ting place names and geographical locations, approximating 
the time and circumstances and altering other factors which 

may be revealing of the source and method involved should 
also be used. 

- 6 - 
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(3) Sensitive intelligence disclosed in official briefings 
and budgetary reports should be clearly identified from other 
information utilized in such briefings, and the recipients 
cautioned when appropriate, of the harmful effects to national 
security by disclosure of the information to unauthorized 
recipients. Similar measures should be employed, when 
appropriate in disclosing sensitive intelligence to those Gove rn 
ment officials who deal with public media and who cannot 
readily be expected to know the origin of all information with 
which they are dealing. 

(4) The proposed release of classified intelligence derived 
from a joint or combined project of the intelligence community 
should consider the interests of other intelligence community 
members participating in the intelligence project. 

(5) If a department or agency authorizes the disclosure 
of sensitive intelligence for any of the purposes set forth in 
paragraph 5. a. (1), that department or agency is responsible 
to inform the other members of the USIB of that action to- 
gether with any sanitized version thereof prepared in accordant 
with paragraph 5. b. (2). 

6. Each department and agency should develop a continuing edu- 
cational program for all recipients of classified intelligence concerning 
the damage that can accrue to intelligence sources and methods through 

- 7 - 
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the improper disclosure of such intelligence. Such a program may 
include where appropriate (1) specific instances of known unauthorized 
disclosures of classified intelligence involving sensitive source e and 
methods, (2) an assessment of the possible harm resulting from such 
disclosures and (3) examples of the countermeasures that might be 
taken by foreign intelligence services to negate the information or 
the sources and methods involved. 

7. Current practices for the dissemination of classified intel- 
ligence, particularly sensitive intelligence, should be reviewed md 
revised where necessjary in order to ensure protection to intelligence 
sources and methods. Such should include but not be limited to: 

a. Reviewing on a continuing basis the dissemination of 
classified intelligence with a view to ensuring that such dissemi- 
nation is confined to authorized recipients on a strict need-ta-know 
basis. 

b. Marking of intelligence. When disseminated in bulletins, 
briefs, and similar documents, sensitive intelligence should be 
marked to distinguish it clearly from other information normallv 
printed in such documents. 

8. Addressees shall consider the need for additional legislation 
as well as other means to ensure the proper protection of the U. S. 
intelligence effort. 
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Remarks : 

1. These are the memoranda which you agreed 
should be sent to meet the formal requirement in 
the Presidential Directive that the DCI provide 
guidance to departments and agencies for imple- 
menting that Directive. Aside from forwarding the 
"guidance" paper to addressees of the Directive, 
we are sending copies to Board members and 
passing copies to Mr. Gordon Gray by the attached 
memorandum. 

2. As you will recall, with Mr . I b con- 

currence, certain minor editorial changes were 
made in the guidance paper following th e Board , 
discussion for grammatical reasons. J * [ 
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